Meeting of
IEEE DASC sponsored 
Work Group on IP Encryption P1735
Approved minutes for 2008–06-11
*********************** WebEx Meeting ***************************** 
Meeting Number: 572 854 794 
Meeting Password: ip-encrypt 

https://lsilogic.webex.com/lsilogic/e.php?AT=WMI&MK=572854794&PW=1e52ce5a0d4d1c575d5749154b18 
 Teleconference: US: 1 800 531-5745  Call Code: 281-1413  Direct Dial:  +1 719 955-2349 

************************************************************************************************** 

Next meeting:  18th June 10am PDT Gary Delp chair (subsequent meetings following weekly)
Attendees:

· Steven Dovich, Cadence

· Ruchi Tyagi, Cadence

· Michael Smith, Synopsys

· William A Hanna, Boeing

· Syed Huq, Cisco

· Dave Graubart, Synopsys

· Nick Sgoupis, CAST

· Parminder Gill, Synopsys

· Meera Srinivasan, Synopsys

· Jim Robinson, Synopsys

· John Shields, Mentor

· Dave Clemans, Synopsys

· NSS Subramanian, Cadence
· David Tran, Synopsys

· Gary Delp, LSI

Eligible voting entities (3 of the last 4 meetings:
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4Cadence 1 1 1 1 1

3Boeing 1 1 1

2Synplicity 1 1

4Synopsys 1 1 1 1 1

2Mentor 1 1 1

1Cast 1 1

0Altera

0Intel

1Cisco 1


Minutes:

Quorum determination

We have 2/3 attendance of eligible votes. We have Quorum.

Patent Policy
Slides are published at:


http://standards.ieee.org/board/pat/pat-slideset.ppt
No new claims revealed during this meeting.
Agenda for this meeting:

· Determine Quorum

· Patent slides

· Approve agenda

· Approval Meeting minutes from 6/4/2008
· Election Status

· Use Cases and Inter-operability

· AOB

Agenda approval

Motion by Michael, seconded John, approved by acclamation.
Previous Minutes

Michael moved and Ruchi seconded the approval of the 6/4/2008 minutes, John, Nick abstained, motion is approved.
Election Status

John reported that voting is in progress and results will be published when the ballot closes on June 19.

Use Cases and Inter-operability


John has contributions which he is still working on. Steven also owes an abstract for next week
Use cases
1. Digital Envelope

a. Interoperability Requirements

i. Required algorithms

ii. Key management for multiple recipients/tools

iii. Common markup subsets/profiles
iv. Rights specification (extension to existing standards)

v. Trust model

b. Descriptions derive from 1364-2005, 1076-2008(?), and materials originating from Synplicity.
c. WorkPlan

i. Abstract of the Use Case (John to write a draft)
ii. Description of the flow in the context of actors and actions

iii. Detailed specification in terms of the requirements

iv. Define some prototypical tool flows to vet our understanding of the use case (Jim R to extract a draft flow description from the VSIA material)
2. Transport Protection

a. Abstract needed (Steve to write a draft)
3. Protected keyring

a. Abstract needed (John to write a draft)
4. IP Author Secret key

a. Abstract needed (Michael to write a draft)
5. Auto-Protect without markup

a. Abstract
The use case facilitates a flexible protection mechanism which allows the IP author to encrypt the design without specifying the protection pragmas. In the mark-up scheme the IP Author has to specify the pragmas to direct the tool to perform encryption. This use case requires the I tools to be enhanced to encrypt the design file without looking for the protection pragmas in the file. In this case the encryption tool shall use the tool defined values for the required pragmas and should explicitly output all the relevant pragma keywords for the envelope in order to avoid unintended interpretations during decryption. Further this use case can be enhanced to provide support for an external mechanism to specify the values for the pragmas. In this case the design file would not contain any pragmas, the pragma values would instead be specified through an external file. The tools would need to be enhanced to read the pragmas in the external file and encrypt the design file.
b. Issues

i. Interaction between “equivalent markup” and explicit markup present in the text to be protected

6. Tool-based Secret key

a. Abstract needed (John to write a draft)
Prototype Tool Flow


Current text covers flows through synthesis.  There may be a need to expand the flow to post-synthesis implementation to guide our thinking on rights in that space. Consider SDF and timing feedback in the flow.
Adjournment

Motion by John, second by Michael. Approved by acclamation at 1:01 pm CDT

Action Items

John Shields to write abstracts for the Digital Envelope, Tool-based Secret Key, and Protected Keyring use cases.

Jim Robinson to draft a prototypical tool flow description based on the VSIA document and discussions. (Completed 6/4, Initial discussion 6/11)
Michael Smith to write an abstract for the IP Author Secret Key use case.

Ruchi Tyagi to write an abstract for the Auto-protect Without Markup use case. (Completed 6/4, Initial discussion 6/11)
Steven Dovich to write an abstract for the Transport Protection use case.

AI: Gary to check with IEEE to see if they have received an LOA from Altera (ref: The patents that were suggested to the study group are US patent numbers, 5978476, 7107567, 7234159, and 6754862) (IEEE has not yet received an LOA, so it is not posted yet) keep this in the AI list for periodic checking.
Key management seed of discussion from NSS - pending
Next Meeting Agenda Items

· Use Model discussions
· Rationale
Respectfully submitted, Steven J. Dovich


Logistics support

· Eda.org is supporting the mailing list

· Ip-encrypt

· Gary.Delp@LSI.com

· Subscribe by asking the chair:

· mailto:ip-encrypt@eda.org to send to the list

· http://www.eda-stds.org/ip-encrypt/hm/
_1274698391.xls
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