In 24.1.2.23 Page 435, replace the entire clause as follows:

24.1.2.23 Protect viewport directive
 protect_viewport_directive :: = 
	` protect viewport = ( viewport_object_description , viewport_access_description )
 viewport_object_description ::= object = string_literal
viewport_access_description ::= access = string_literal 
A protect viewport directive describes a declared object or objects in a VHDL description for which certain operations are to be permitted by a tool.  
The value of the string literal following the object keyword identifies the declared object or objects. The value shall be in the form of the DefName property (see 19.4.6) of a VHPI object representing a declared object, but with the leading commercial at character, library name and period omitted. The declared objects identified are those declared objects for which both of the following hold:  
—  The declared object is declared in the source text of the protection envelope containing the protect viewport directive.  
—  The DefName property of the VHPI object representing the declared object, with the leading commercial at character, library name and period omitted, is the same as the value of the string literal, not counting differences in the use of corresponding uppercase and lowercase letters in basic identifiers.
· If more than one declared object is identified, the operations are to be permitted for all of those declared objects.
· The string literal following the access keyword specifies which operations are permitted for the identified declared object or objects, as follows: 
· "R": Read-only access—The object may be read by any part of the VHDL description, by a VHPI program, or by a tool. It is an error if the object is updated other than by part of the VHDL description contained within the protection envelope containing the protect viewport directive.  
· "W": Write-only access—The object may be updated by any part of the VHDL description, by a VHPI program, or by a tool. It is an error if the object is read other than by part of the VHDL description contained within the protection envelope containing the protect viewport directive.  
· "RW": Read-write access—The object may be read and updated.
It is an error if any other string literal, other than one that differs only in the use of corresponding uppercase and lowercase letters, appears in a viewport access description. 
If a protect viewport directive appears in an encryption envelope, other than in the source text, then the directive shall appear unchanged in the corresponding decryption envelope. 
If a decryption tool is presented with more than one protect viewport directive for a given declared object, it is an error if the viewport access descriptions do not all specify the same access. 
NOTE 1—The object description may identify more than one object if there are overloaded subprograms, each of which declares an object of a given name. The values of the DefName properties of those objects may be identical. 
NOTE 2—A protect viewport directive can be placed in the source text of an encryption envelope to avoid disclosing information about the viewport to the tool user and to avoid modification of the directive. The directive is interpreted by the decryption tool after decrypting the decryption envelope. A duplicate viewport directive may also be placed outside the source text in the encryption envelope to serve as documentation for the tool user. The requirement that the two directives specify the same access can be used to detect alteration of the non-encrypted directive. 
IEEE Std 1735-2014 clause 9.5 is incorporated by reference.

In 24.1.2.24 Page 436, insert a new paragraph:

A tool acquires a license described by a license description by calling the license acquisition entry point, passing as a parameter the value of the string literal that follows the feature keyword. The acquisition entry point shall return an integer value. The decryption tool shall compare the returned integer value with the value of the integer following the match keyword. If the values are equal, the tool is granted the license; otherwise, the tool is denied the license and may use the return value of the acquisition entry point in an error message or may pass the return value as a status value to the host system environment. 
It is an error if a protect decrypt license directive or protect runtime license directive appears in a version 2 envelope.
If a protect decrypt license directive or protect runtime license directive appears in an encryption envelope, other than in the source text, the directive shall appear unchanged in the corresponding decryption envelope. 

After 24.1.2.25 Page 37, insert new text:

24.1.2.26 Protect version directive

IEEE Std 1735-2014 clause 5.2 is incorporated by reference.

24.1.2.27 Protect key public key directive

protect_key_public_key_directive ::= `protect key_public_key

A protect key public key directive identifies the public member of a key pair, and is the only portable mechanism available to version 1 envelopes to convey a public key to the tool. A protect key public key directive in an envelope indicates that a public key immediately follows.

In 24.1.4.2 Page 440, replace "encrypt_key_directive" grammar with:

encrypt_key_directive ::=
protect_key_keyowner_directive
| protect_key_keyname_directive
| protect_key_method_directive
| protect_key_public_key_directive

In 24.1.3.1 Page 437, edit the clause as follows:

24.1.3.1 Encoding methods 
This standard defines the following strings in encoding type descriptions and the corresponding encoding methods: 
	Encoding type string 
	Required/optional Status
	Encoding methods 

	"uuencode" 
	Required Deprecated
	IEEE Std 1003.1TM-2004 [B9] (uuencode Historical Algorithm) 

	"base64" 
	Required 
	IETF RFC 2045 [B19] {also IEEE Std 1003.1-2004 [B9] (uuencode-m)} 

	"quoted-printable" 
	Optional Deprecated
	IETF RFC 2045 [B19] 

	"raw" 
	Optional Legacy
	Identity transformation; no encoding is performed, and the data may contain non-printing characters. 



The encoding methods identified by required or legacy encoding type strings shall be implemented by a tool. A tool may implement an encoding method identified by an optional a deprecated encoding type string, but if it does implement such a method, it shall use the corresponding encoding type string to identify that method. It is an error if a deprecated encoding type string is used in a version 1 or version 2 envelope.
A tool may implement further encoding methods and use other encoding type strings to identify those methods. Any further encoding method implemented by a tool should produce only printing graphic characters in the encoded text. Moreover, the tool, given the number of octets in the unencoded text, should be able to determine the exact number of characters of encoded text required to be decoded to yield the unencoded text. The effect of use of an encoding method that does not meet these conditions is not specified by this standard. 
It is an error if a protect directive identifies an encoding method that is not implemented by a tool processing the protect directive. 
NOTE—The text produced by "raw" encoding may contain characters that signify the end of a line in some implementations. Transmission of a VHDL description containing such characters between host systems may involve translation of the characters, thus changing the content, length, or both, of the encrypted text. A change in the length of the text may cause an error when the text is read by a decryption tool. 

In 24.1.3.2 Page 438, edit the clause as follows:

24.1.3.2 Encryption methods 
This standard defines the following strings in encryption method descriptions and the corresponding ciphers: 
	Encryption method string 
	Required/ optional Status
	Cipher 
	Cipher type 

	"des-cbc" 
	Required Deprecated
	DES in CBC mode (FIPS PUB 46-3 [B4], FIPS PUB 81 [B5]). 
	Symmetric 

	"3des-cbc" 
	Optional Deprecated
	Triple DES in CBC mode (ANSI X9.52 [B2], FIPS PUB 46-3 [B4]). 
	Symmetric 

	"aes128-cbc" 
	Optional Required
	AES in CBC mode with 128-bit key (FIPS PUB 197 [B7]). 
	Symmetric 

	"aes192-cbc" 
	Optional Legacy
	AES in CBC mode with 192-bit key (FIPS PUB 197 [B7]). 
	Symmetric 

	"aes256-cbc" 
	Optional Required
	AES in CBC mode with 256-bit key (FIPS PUB 197 [B7]). 
	Symmetric 

	"blowfish-cbc" 
	Optional 
	Blowfish in CBC mode (Schneier [B24]). 
	Symmetric 

	"twofish128-cbc" 
	Optional 
	Twofish in CBC mode with 128-bit key (Schneier et al. [B25]). 
	Symmetric 

	"twofish192-cbc" 
	Optional 
	Twofish in CBC mode with 192-bit key (Schneier et al. [B25]). 
	Symmetric 

	"twofish256-cbc" 
	Optional 
	Twofish in CBC mode with 256-bit key (Schneier et al. [B25]). 
	Symmetric 

	"serpent128-cbc" 
	Optional 
	Serpent in CBC mode with 128-bit key (Anderson [B1]). 
	Symmetric 

	"serpent192-cbc" 
	Optional 
	Serpent in CBC mode with 192-bit key (Anderson [B1]). 
	Symmetric 

	"serpent256-cbc" 
	Optional 
	Serpent in CBC mode with 256-bit key (Anderson [B1]). 
	Symmetric 

	"cast128-cbc" 
	Optional 
	CAST-128 in CBC mode (IETF RFC 2144 [B20]). 
	Symmetric 

	"rsa" 
	Optional Required
	RSA RSAES-PKCS1-V1_5 (IETF RFC 2437 3447 [B21B20]). Key lengths of 2048 bits or more shall be supported by the tool.
	Asymmetric 

	"elgamal" 
	Optional 
	ElGamal [B3]. 
	Asymmetric 

	"pgp-rsa" 
	Optional 
	OpenPGP RSA key (IETF RFC 2440 [B22]). 
	Asymmetric 



The ciphers identified by required or legacy encryption method strings shall be implemented by a tool. A tool may implement a cipher identified by an optional a deprecated encryption method string, but if it does implement such a cipher, it shall use the corresponding encryption method string to identify that cipher. It is an error is a deprecated encryption method string is used in a version 1 or version 2 envelope. A tool may implement further ciphers and use other encryption method strings to identify those ciphers. 
If a symmetric cipher is used in cipher-block chaining (CBC) mode, requiring an initialization vector, the encryption tool shall generate the initialization vector and include it as the first block of the encrypted information. It is recommended that the initialization vector be randomly generated for each use of the cipher. 
It is an error if a protect directive identifies a cipher that is not implemented by a tool processing the protect directive. 
NOTE—Use of a symmetric cipher to encrypt a session key in a digital envelope is not a common use case. Nonetheless, should such a cipher be used for that purpose, an initialization vector must be generated and included as the first block of encrypted information in the decrypt key block. 

In 24.1.3.3 Page 439, edit the clause as follows:

24.1.3.3 Digest methods 
This standard defines the following strings in digest method descriptions and the corresponding hash functions: 
	Digest method string 
	Required/optional Status
	Hash function 

	"sha1" 
	Required Deprecated
	Secure Hash Algorithm 1 (SHA-1) (FIPS PUB 180-3 [B6]). 

	"md5" 
	Required Deprecated
	Message Digest Algorithm 5 (IETF RFC 1321 [B18]). 

	"md2" 
	Optional 
	Message Digest Algorithm 2 (IETF RFC 1319 [B17]). 

	"ripemd-160" 
	Optional 
	RIPEMD-160 (ISO/IEC 10118-3 [B23]). 

	“sha256”
	Required
	Secure Hash Algorithm 2 (SHA-256) (FIPS PUB 180-4 [B17]).

	“sha512”
	Required
	Secure Hash Algorithm 2 (SHA-512) (FIPS PUB 180-4 [B17]).



The hash functions identified by required or legacy digest method strings shall be implemented by a tool. A tool may implement a hash function identified by an optional a deprecated digest method string, but if it does implement such a hash function, it shall use the corresponding digest method string to identify that hash function. It is an error if a deprecated digest method string is used in a version 1 or version 2 envelope. A tool may implement further hash functions and use other digest method strings to identify those hash functions. 
It is an error if a protect directive identifies a hash function that is not implemented by a tool processing the protect directive. 

In 24.1 Page 445, add the following new text at the end of the clause:

24.1.7 Key Management

Clause 6 of IEEE Std 1735-2014 is incorporated by reference. The specified pragma values from that clause shall refer to the protect directives with the corresponding name.

24.1.8 Rights Management

Clause 7 of IEEE Std 1735-2014 is incorporated by reference.

24.1.9 License Management

Clause 8 of IEEE Std 1735-2014 is incorporated by reference.

24.1.10 Visibility Management

Clause 9 of IEEE Std 1735-2014 is incorporated by reference.

24.1.11 Common Rights

Clause 10 of IEEE Std 1735-2014 is incorporated by reference.

In Annex J Page 585, edit the clause as follows:
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